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Azure AD Skype for Business Authentication Setup

Some features in Puzzel's contact centre agent application requires users (agents) to authenticate themselves in Microsoft
Entra ID (Azure AD). The authentication is amongst others used to enable search for contacts in Skype for Business but can
also be used for authentication towards custom/external widgets.

This document shows a step by step description on how to configure Microsoft Entra ID (Azure AD) to get the required App
ID URI required by the agent application in order to authenticate the user (agent) towards Skype for Business.

Configuring Skype for Business App

Follow the below steps for enabling Microsoft Entra ID (Azure AD) authentication used by Puzzel. After setting up the app in
Azure, you must enable S4B in the admin portal described in a separate chapter

Note

The screenshots and descriptions below are based on the Azure AD service release “1904” tenant, and the user is a
“Global Administrator” with sufficient access.

Note
Puzzel has made changes to the Application registration process from the first version to be in line with Microsoft
recommendation for registering an app. We have support for user authentication with Authorisation Code Flow with

PKCE according to Microsoft guidance. If you have registered with the old method we advise you to migrate to latest
method as soon as possible as described below.

For more details on MSAL update from Microsoft readhere.

Setup for Skype for Business App in Azure

Step 1:

Go to htips://portal.azure.com and login with the Global Admin for your domain. Select “Microsoft Entra ID”.

Microsoft Azure £ Microsoft Entra ID

Azure ser All Services (56) Marketplace (3) Documentation (99+) Resources (0) Resource Groups (0)

Microsoft Entrz 1D (0)

Services
Createa
resource b Mi i E
B Microsoft Entra ID — Microsoft Entra ID risky users
&y Microsoft Entra ID Protection ak» Microsoft Entra ID roles and administrators
Resources A\ wicrosoft entra 1D risk detections W wicrosoft entra ID Security

E'\ Microsoft Entra 1D risky sign-ins Microsoft Entra ID risky workload identities
Recent F - i

Step 2:

Choose App registrations
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© overview

BB Preview features © Azure Active Directory is now Microsoft Entra ID. Learn more @

% Diagnose and solve prablems Overview Monitoring Properties Recommendations Tutorials
Manage £ search your tenant
& Users
Basic information
& Groups
85 External Identities Name Development Puzzel Users 250
&k Roles and administrators
Tenant ID E Groups 17
& Administrative units
Primary domain Applications 60
B Delegated admin partners
s X License Microsoft Entra ID Free Devices 3
£ enterprise applications
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L Devices Alerts

i App registrations - E—————

Step 3:

Click on the New registration option

sz Development Puzzel | App registrations  #
= Microsoft Entra ID

« T New registration Hﬁoubleshuolmg () Refresh L Download [ Preview features A’ Got feedback?

@ overview
BB Preview features
@ Starting June 20th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library [ADAL) and Azure Active Directory|
X Diagnose and solve problems provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Micrasoft A
{MSAL) snd Microsaft Graph, Learn more

Manage
A Users All applications ~ Owned applications ~ Deleted applications
£ Groups
2 Start typing a display name or application (client) ID to filter these ... +7 Add filters
85 External Identities
di. Roles and administrators 8 applications found
A Administrative units Display name T Application (client) ID Created on Ty

% Delegated admin partners

& Enterprise applications T
O Devices

i, App registrations

Step 4:

Fill in the following 3 sections:
+ Name - Choose a name for the application (e.g. “Puzzel S4B Connector)

o Supported account types — Choose the option that is relevant for you. The recommended option is “Accounts in this
organisational directory only (<directory name>)

« Redirect URI (optional) — Choose "Single-page application" and https://app.puzzel.com/agent/" OR
"https://uk.puzzel.com/agentapp/" for UK
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

Puzzel S4B Connector “

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Development Puzzel only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

(O Personal Microsoft accounts anly

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

single-page application (SPA) | | https://app.puzzel.com/agent/ ~

Register an app you're waorking on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microzoft Platform Policies

Click on the Register button and you should be able to see the given Application (client) ID you need for the admin portal
later.

Puzzel S4B Connector =

|/’7 Search | « i Delete @ Endpaints & Preview features

B overview

/ Essentials
& Quickstart
Display name Client credentials
# Integration assistant Puzzel S4B Connector Add a certificate or secret
— Application (client) 1D Redirect URIs
Manage 0 web, 1 spa,_0 public client
B erending & properties Object ID Application ID URI
Add an Application ID URI
-:’) Authentication . L N
Directory (tenant) ID Managed application in local directory
Certificates & secrets Puzzel S4B Connector

Supported account types

" .
Token configuration -
! 9 My organization only

Step 5:

Choose “API permissions, click on the «Add a permission» button and choose «Skype for Business» in the rightmost pane.
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Choose «Delegated permissions» and tick the following check boxes and click on theAdd permissions button

Contacts.ReadWrite

« Conversations.Receive
« Conversations.Initiate
o User.ReadWrite

Request APl permissions

¢ &ll 4PIs

Skype for Business
hittps:fiapskypefarbusmess.eomy  npes

What type af permissions does yaur apphcation require?

Drabegated parmissions
Vour apglication needs to access the APl as thi sigred-in user,

Applicaion permissions
Wour application rins 35 3 backaround sendce of dagmon without 3
wgnad-in user,

Select permissions
Type to search
Permission
~ Contacts (1)

m Cartads ReadWinte
Read write Skype user contads and graups (0

“ Conversations (2)

m Carwersations.mtiate
Initiate conversations and join meetings

& Corversations. Receive
Receive conversstion irates [preview)

* Meetings
~ User (1)

User,ReadWrite
Read write Skype user infarmation (previes

Dlscard

expand all

Admin Comsent Reguired
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Choose API permissions, click on the Add a permission button and choose Azure Active Directory Graphin the right
pane.

Choose Delegated permissions and tick the User.Read check box and click on the Add permissions button.

Request APl permissions

€ AN APl
Agure Active Directory Graph
Iitps: Y praph wndews nel  noes

W fzure Aot Directory Geaph AP are svaiabie via the Microsoft Geaph AR, You sy want to congider using Micrsoft Grgh instead,

‘What type of permissians does your spplication require?

Duaagabi parssions
Vionr application needs bo acoess the AF1 aa the signed-in wer,

Agplivation pairiisio

Your sppication runs a3 8 background service ar desman aithout 5
sigevtil-i udie.

Select permissions

wxpand al
Ty 10 sgarch

Permilssan Admin Censent Requined

* Diredary

* Group

F Member

» policy

* Uger (1)

m LserRead
ign in and read wser prafile &

[] UeerResdal
Read all users' full profiles (@ VR

O user ResdBasical
Read all wsers' basic profies

Discard

Step 7:

Choose API permissions, click on the Add a permission button and choose Exchange in the right pane.

Choose Delegated permissions and tick the Calendars.Read.All check box and click on the Add permissions button.
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Request AP| permissions

€ ARt
Exchange
Fitpsfoullook officedds.com!  pogs

Wthal Lyire of permedions does your appicalion require?

D sgated parmissans Applieatlom parmi ssons
Yaur agedication reedd to accedd the AP the signed-in user, eur applcation run: s a background serice or dusrmon withet o
sigrved -in user,
Select perrrissions eupand 3l

Type to search
Permissien Bdmin Censent Requined
~Calendars (1}

m] Caendars Read
Read user calandars

") Calenelars. ez Al
Fead wser and shared calendars (@

1 Cahencars, Read . Shankd
Read ser and shared calendars

m] Calenears Feadiirite
Read arcd write wser calendars

m] Caencars Reachinite A1
Read ard write user and shared calenoars

1 Caencars Readhwrite Shared
Read ard write user and shared calendars

* Contacts
P EAS
*EWS

» Enchange

% e Q

Step 8:

Click on the Grant admin consent for <directory name> and clickYes to confirm

(0 Refresh
You are adding permission(s) to your application, users will have to consent even if they've already done so previoushy,
Configured permissions
Applications are authorized to call AP1s when they are granted permissions by usersfadmins as part of the consent process. The list of configured permissions should
nclude all the permissions the application needs. Learn more about permissions and consent
Add 3 permission Grant admin consent for Development Puzzel e
APl { Permissions name Type Desoription Admin Consent Reguir... Status
“Agure Active Directory Graph (13 ne
User.Read Delegated  Sign in and read user profile = ki
~Excchange (1)
Calendars.Read All Delegated  Read user and shared calendars £ A
“ Microsoft Graph (1) Lt
User.Read Delegated  Sign in and read user profile 5 iy
“ Seype for Business i4) ey
Contacts.ReadWrite Delegated  Readfwrite Skype user contadts and groups - Lk
Conversations.Initiste Delegated  Initiate canversations and join meetings = i
Conversations.Receive Delegated  Recerve conversation invites (prewview) = i
User.Read\Write Delegated  Readpwrite Skype user information (preview) - .

You should see a “Successfully granted admin consent for the requested permissions” confirmation at the top of the screen.
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lD Refresh

o Successfully granted admin conzent for the requested permissions,

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissians the application needs. Learn maore about permissions and consent

| Add a permissian Grant admin cansent for Development Puzzel

API { Permissions name Type Description Admin Consent Requir... Status

“ Bzure Achive Directory Graph (1) e
UserRead Delegated  Sign in and read user profile - @ Granted for Developme, | o

“* Exchange (1) e
Calendars Read Al Delegsted  Read user and shared calendars - @ Granted for Developme | o

“ Microsoft Graph (1) s
User.Read Delegated  Sign in and read user profile - @ Granted for Developme | o

W Skeype for Business (4) e
Contacts ReadWrite Delegated  Readfwrite Skype user contacts and groups - @ Granted for Developme | =«
Comyersations Initiate Delegated  Initiate conversations and join meetings - @ GCranted for Developme | <+
Conversations.Receive Delegated  Receive conversation invites (preview) - @ Granted for Developme | ==+
User.ReadWrite Delegated  Readfwrite Skype user infarmation (preview) - @ Granted for Developme, | <+«

Step 9:

The last thing to do is to choose “Authentication” in the menu and add a Redirect URI if you are not yet using the agent
application with Puzzel ID. Add "https://agent.puzzel.com" OR "https://uk.puzzel.com/agent/" for UK.

3 Puzzel S4B Connector | Authentication = - x

B overview
Platform configurations

& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage T Add a platform

B Branding & properties

2 Authentication Quickstart  Docsc?  [il]

Single-page application
Certificates & secrets Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing

Il Token configuration
out users, The redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs.

-2 APl permissions Learn more about Redirect URIs and their restrictions =
Expose an APl https;//app.puzzel.com/agent/ mj
App roles hitps://agent.puzzel.com ‘/‘ |}
& Owners Add URI
& Roles and administrators Grant types
H Manifest @ Your Redirect UR! is eligible for the Authorization Cade Flow with PKCE.

Support + Troubleshooting

& Troubleshocting
Front-channel logout URL

A New support request . . .
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

work carrectly.

e.g. https://example.com/logout o

Implicit grant and hybrid flows

Request a token directly fram the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or i it invokes a web API via Javascript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn mare about
‘tokens.

Select the takens you would like to be issued by the authorization endpoint:

[ Access tokens (used for implicit flows)

[ 1D tokens (used for implicit and hybrid flows)
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Click on Save on the bottom.

Migration from old method to latest method authentication:

As mentioned above we highly recommend our customers to migrate to latest authentication process. It can be done fairly
easily by following the 4 steps listed below:

1. Go to Authentication page and you will see the following warning as shown in the picture.

(7 Got feedback?

n Got 2 second bo give ws some feedback? =+

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be reguired such as
redirect URIS, speafic authentication settings, or fields spedific to the platform,

add a platfarm

~ Web Quickstat Docs?  [il]

Redirect LRIs

The URIs we will accept as destinations when returning authentication responses itokens) after successfully authenticating users, Also referred to as reply URLs.
Learn more about Redirect URIs and their restrictions '

A This app has implcit grant settings enabled. If you are wsing ary of these URL in 3 3P4 weth M3ALGs 2.0, you should magrate URLs, —*

hitpsyfagent. puzzel.com m

Add URI

Logout LIRL

This is where we send a request to have the application clear the user's session data, This is required for single sign-out
to work correctly.

e.g. https://myapp.com/lagout

2. Click on the warning to open the Migrate URIs window

Migrate URIs x

P Got feedack? O e atestversion of MSAL s uses the authorization code flow with PKCE and CORS, Learn mare

@ Gotasecond to give us some feedback?

Select URls to migrate to the single-page application (3PA) platform configuratian.
Migrated URIs will have suth code flow enabled. Implicit grant is also still enabled so long
as the settings are checked

Platform configurations

Depending on the platfarm ar device this application is targeting, additional configuration may be required such as

. it T Redirect URIs T
redirect URls, specific authentication settings, or fields specific to the platform.

hitps://agen {t

{ Add a platform [ httpsy/jagent purzel com

~ Web Quickstat  Docsp?  [il]
FRedirect URIs

The URIs we will accept 35 destinations when retuming authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLS
Learn more about Redirect URIs and their restrictions o'

A\ This app has implicit grant settings enabled. If you are using any of these URIS in a SP with MSALjs 2.0, you should migrate IR, —

hitps://agent puzzel.com [

Add URI

3. Select the URI and click on Configure
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Migrate URIs X

'0 Thie latest version of M38L.js uses the authorzation code flowwith PKCE and CORS. Leam more

Select URls to migrate to the single-page applicabion (38A) platferm configurabion.
Migrated URIs will have auth code flow enabled. Implict grant is also still enabled so long
as the settings are checked,

Redirect URIs T

B htpsyagentpuzzel.com

@

4. Add Redirect URI "https://app.puzzel.com/agent/" OR "https://uk.puzzel.com/agentapp/" for UK as described in step
9 above.

5. Untick the Access tokens and ID tokens under Implicit grant and save the changes.
E Save X Discard 7 Got fesdbadk?

» Single-page application Quickstart  Docspd i)

Redirect URIs

The URIs we will accept a5 destmations when returning authentication responses itokens) after successfully authenticating users, also referred to as reply URLs
Learn more sbout Redirect UREs and their restrictions o'

hitps://agent puzzeloom Tl

Add URI

Grant types

MBSAL js 2.0 does not suppart imglict grant. Enable irglicit grant settings only if your app is using M32Ljs 10 Learn more

€ Vour Redirect URI is sligible for the Autharization Code Flow with PECE.

Lagaut URL

This is where wie send 3 request to have the spplication clear the user's session data This is required far single sign-out
to work correctly.

&g, itlpemyappeiomicgout

Irnplicit grant

Allows an application to request a token directly fram the autharzation endpaint. Checking Access takens and D tokens
15 recommended only if the spphcabon has a single-page architectwre [SPA), has no badk-end components, does nat
use the latest version of MSALJs with auth code flow, or it invokes a web AP via JawaSoript. 1D Token is needed for
ASPHET Core Web Apps. Learn more about the implict grant flow

To enable the implict grant flow, select the tokens you wauld like to be issved by the authorzation endpeaint

D Access tokens
[ 1o tokens

Setup for Skype for Business integration in the Puzzel’s admin portal
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In the admin portal, you need to add your Azure app details in order to have the Skype for Business functionality work
properly.

1. Add the general agent application authentication properties for your Skype for Business integration. This is done in the
admin portal under “Users -> Products -> Agent Application”. The relevant 5 properties are easily found if you enter
“Azure” in the top right filter field. If you have registered the app using old method in step 4, the configuration would be
as shown below:

dgine » LSers » Products

Products @

ekl x m

¥ Agent Application (7

Company User Group User
Quic find usersfuser groups Proguct Dema Salact Usar Group v

Inherit WValue Inherit Value Inherit Value

on ® O off

YOUr COmpany.com

o

Azure AD Application ID— Add the Azure App ID fetched from the Azure App setup

o

Azure AD Login at startup— Enables to log on to Skype for Business upon signing into the agent application, if
authenticated.

o Azure AD Tenant- Add your tenant/domain (without https://) for the directory used for fetching contact
information.

o Azure AD Use agent e-mail as login hint— Upon authentication, the user’s e-mail address registered in his or
her Puzzel account is suggested.

o Azure AD use Microsoft identity platform[V2.0][A]- By default this property is turned off to enable the
customers using the old method to continue without disruption to their services.

If you have registered the app using latest method in step 4, do the following:

Home = Lizers » Products

Products @

azure x

¥ Agent Application (2

Company Ukser Eroup free
Guick find usersiuser groups Product Demo Select User Group v 1

Inbharit Valua Inharit Walua Inharit Value
Azure AD Application Id ‘
zure AD Login at startup | on ® O off
Azure AL Tenant yaur company.com
Azure AD Use agent e-mail 2 bogin hant

Azure AD Use Wecrosoft identity platform (v2.0) [4) J on ® off

e Azure AD Application ID —Add the Azure App ID fetched from the Azure App setup

o Azure AD Login at startup— Enables to log on to Skype for Business upon signing into the agent application, if
authenticated.
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e Azure AD Tenant —Add your tenant/domain (without https://) for the directory used for fetching contact information.
o Azure AD Use agent e-mail as login hint —Upon authentication, the user’s e-mail address registered in his or her
Puzzel account is suggested.

o Azure AD use Microsoft identity platform[V2.0][A]- Turn this on for Microsoft recommended way of authentication
using MSAL.

2. Remember to save your settings

3. Activate the Skype for Business widget on your solution, if you already haven’t. This is done under Widget -> Widget
Administration. Find the Skype for Business widget (Owner 10000) and tick the rightmost belonging to check box

Skype For Business 10000 Ld

4. The Skype for Business widget should now be available under Widget -> Widget Configuration -> Skype For
Business. Unless you want to disable Skype for Business for some agents, you should use the default settings

¥ Skype For Business
Quick find users/user groups Compary

Inherit Value
Allowed td on Off
Client ID td
Display authentication prompt Ld on Off
Domain Cd
maodule Ld services/search/skype
Unique Source Mame Ld SkypeContactSource

o Allowed - Enable or disable "Skype for Business” features for users.
o Client ID —Not in use. Leave blank.

o Display authentication prompt — Prompt user for authentication towards Skype for Business, if not already

authenticated.
o Domain — Not in use. Leave blank.
o Module — System property. Do not change.

o Unique Source name — System property. Do not change.

Remember to save your settings
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Your users should now have access to search for your company’s Skype for Business contacts.

Outbound call sipefor... v james son:

Calling from 03050 = Change

If not already authenticated, users are prompted to do so when signing in or searching for a contact in the “Skype for
Business” search source. They should then sign in with their corporate e-mail address.
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