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Application registration and setup

Some of the features in Puzzel's Agent Application requires users to authenticate themselves in Azure AD. Follow the steps
below which takes you through the process of configuring Puzzel Office 365 Connector application in Azure AD. This is done
as a two-step process as explained below.

Application registration

Follow the procedure below to register the Office 365 connector application in Azure AD:

1. Go to https://portal.azure.com/, and open Azure Active Directory and select App registrations and click on New
registration button

|/__~) Search (Ctri+) | @ | Mew registration 3 Endpoints /% Troubleshooting ) Got feedback?
K 0 Wifelcormne to the new and improved &pp registrations (now Generally &vailable), See what's new —

© overview Lt

" Getting started A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more

Still want to use App registrations (Legacy)? Go back and tell us why
Manage
All applications  Owned applications

R users _—
L Groups |/ Start typing a name or Application |D to filter these results

- . . | 2/28/2018 Expired
8L Organizational relationships ! Catalog Sync 1281 0o

L 702018

S Roles and administrators | MSAL Testapp A0
E%  Enterprize applications Dummy 10/9/2019

D Devices Puzzel Catalog Sync - L - - 3/24/2018
#  App registrations @ AzureMewlnterface-Test 10/22 /2010 @ Currert
78 Identity Governance My Node js App | | | B 7sef2018 @ Current
i Application prowy ﬂ Devpuzzel 550 2122018 @ current
4 Licenses | Fuzzel Skype 100112018

. Azure AD Connect | Fuzzel catalog sync 10/23/2010

2. Enter the following three parameters in the Register an application window and clickRegister
o Name - Choose a name for the application (e.g. O365 Email Connector)

o Supported account types — Choose the option that is most relevant to you. The recommended option is
“Accounts in this organizational directory only “

o Redirect URI (optional) — Choose Web and enter https://localhost
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Register an application

* Name

Thee user-fadng display name for this application (this can be changed later)

[ 0365 Email Connedor

Supported account types

Wha can use this application or access this ARI?

-\!, Accounts i this arganizational directory only (Development Puzzel only - Single tenant)
C- Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, ¥bow

Help me choose,

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenbcating the user. Prowiding this now is optional and it can be
changed later, bt a value is reguired for most authentication scenarios

Web L https: ,.',-'Iacalhnstl I

By proceeding, you agree to the Microsoft Platform Polices

3. You will see the screen below after the application has been registered. Use the value of Application ID to fill in for the
Clientid field in the service config file.

E:qi_ 0365 Email Connector

L4 =1
[ 2 Seorch i1 | F] Delete &3 Endpoints

. 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD far developer). =
i overview

B uickstart Display narne 1 0365 Email Connector Supported account types @ My organization only

Application (client) 1D : Redirect URIs : Tweb, 0 public client
Manage Directory (tenanty 1D : Application 1D URI 1 Add an Application 1D URI
= Branding Object ID : H B Managed application in... : 0365 Email Connedor
2 Authentication #

Certificates & secrets 0 Welcorne to the new and improved App registrations, Looking to learn how it's changed from App registrations (Legacy)? Learn more

-2 APl permissions .
Call APIs Documentation
& Expose an AP

E ﬁ » Bg] Microsoft identity platform

Owners s Authentication scenarios
Authentication libraries

& Roles and administrators (Previ. X g @ Code samples
. m - Microsoft Graph
[l Manifest @ Glossary
Help and Support

4. Click on Manifest option to edit the application Manifest You need to edit the manifest of the Azure application by
adding/editing an object in the current JSON
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0365 Email Connector - Manifest
Search (Cias) b o] save 3¢ Discard T Upload L Download
' | . e ) fing its 1S
B overview The id{t.or below allows you to update this application by directly modifying its J
manifest,
& Quickstart 1 ¢
2 “id": “Bed7sle7-bad6-4249-B4df-ea?7chaddsaq”,
Manage " R
3 acceptMappedClaims™: null,
£ Branding 4 "accessTokendAcceptedversion™: null,
5 “addIns™: [],
3 Authentication 6 "sllowPublicClient™: null,
) 7 "appld”: "becbb7df-2c38-46ca-96c9-51fbdo83a3fL",
Certificates & searets 8 "appRoles”: [],
- - Mgt 3 W,
# APl permissions a “clauthzﬁ.].lowUf'lP:alth“a.ch].ng : false, .
18 createdDateTime™: "2819-11-81T09:58:581",
@ Expose an AP 11 "groupMembershipClaims™: null,
- 12 "identifieruris®: [],
& Cwiners 13 "informationslUrls™: {
4 "termsofs ice™: 5
= Roles and administrators (Previ... . = sk _TFFNCF RS
15 support™: null,
M mManifest e 16 “privacy™: null,
17 “marketing”: null
Support + Troubleshooting 18 }.
19 FeyCredentlals™: [
£ Troubleshooting 28 “customKeyldentifier™: “<(bsseGdThumbprint »*,
= 21 "keyId": "<keyldr",
& New support request 22 "type”: "AsymmetrlcXSeocert”,
23 “usage”: "Verify",
24 “value”: “fbasesd-\.'a]_ue,"l 1.

keyCredentials": [

"customKeyldentifier": "<Base64Thumbprint >",
"keyld": "<keyid>",
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "<base64Value>"
}
]

The values to the "customKeyldentifier", “keyld", "value" can be found in the certificate generated using the Puzzel
certificate tool.
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Set up permissions
To set up the permissions for syncing the emails, do the following:

1. Go to https://portal.azure.com/, and open Azure Active Directory -> App registrations and select the application you just
created.

2. Select APl permissions and click on Add a permission button
%)~ 0365 Email Connector - APl permissions

«
Search (Ctrivs) |

APl permissions

B Overview Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
B Quickstart include all the permissions the application needs.
wickstar
© Add a permission e
Manage

API / Permissions name Type Description Admin Consent Reguired  Status
= Branding

 Microsoft Graph (1)
D Authentication

User.Read Delegated  Sign in and read wser profile
Certificates & secrets

= These are the permissions that this application requests statically. You may alse regquest user consent-
= AP permissions able permissions dynamically through code. See best practices for requesting permissions
& Expose an AP|

. Owners
Grant consent

s Roles and administrators (Previ...

These permissions have heen granted for undefined but aren't in the configured permissions list. If your application reguires these
I Manifest permissions, you should consider adding them to the configured permissions list.

Support + Troubleshooting Grant admin consent for Development Puzzel

&2 Troubleshooting

2 New support request

3. Select Office 365 exchange Online option under Api’'s my organization uses tab and select Application permissions
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Request APl permissions

Select an API

Micrasoft APls I APls my organization uses I by APls

Apps in your directory that expose APIs are shown below

P start typing an AFI name or Application 1D
Name

Microsoft Forms
MicrosoftMilelQ.Dashboard
Skype Presence Service

Azure DevOps

Windows Motification Service
DeploymentScheduler

Skype for Business

Microsoft Service Trust

Office 365 Exchange Online e

Office 365 Management APls

Microsoft StaffHub

Application (client) 1D
€9a3559d2-73ab-4f13-a6ed-eTedc523ech?
f7069a8d-%edc-4300-b365-3e53¢9627fcd
1e70cd27-4707-4589-Fec5-%hd20c4 72346
499h345c-1321-427f-3317-267cab275798
044 36913-f0d-4d23-9cch-2ffe7f1d3d 1c
Bbbfa725-b3ca-4468-a2 17-7cBdaBT3186e
7557ebd 7-0689-4224-abd- aefobd7573df
defdaa33-eB21-4211-83d0-f7473648%e1
00000002-0000-0ff 1-ce 00- 000000000000
€5393580-f805-4401-95e8-94b7 abef 2fc2

2a580612-c342-4ace-9055-Bedeed 3cchBg

4. Select Mail.Read Option and Click on Add permission.

Request AP permissions

€ All APis

E” Excharge
4 https:youtlook office365.comy’  Diocs

‘What type of permissons does youwr application require?

Drelagated parmissions
ot apphcation needs 1o sooess thie AP a3 the segred-in uier,

Select permissions
Type to searck
Permission

0 full_access_as_app

Application parm|ssons
Vo apglication runs a3 @ background derace o daemon without 3
signed-in user,

expand &

Admin Consent Reguired

s

Use Exchange Web Services with full aocess to all mailbaxes (0

» Calendars
» Contadts
2 Mailbay

7 Mailbaxsetings

= Mail (1)
Mail.Read
p i Read mail in 2 malbooes O as
D Mail.ReadWnte W
Read and write mail in all mailbawes © s
Mail Send
O as

Send mail a5 any user T

Discard

5. The following screen will appear prompting you to grant consent as an Admin. Click on the button shown in the picture

below and select Yes to confirm
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You are adding permission(s) to your application, users will have to consent even if they've already done so previously.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by usersfadmins as part of the consent process, The list of configured permissions should

incluce all the permissions the application needs. Learn more about permissions and consent

AL Mot granted for Develop

- Add a permission | | Grant admin consent for Developrment Puzzel | @
APl / Permissions name Type Description Admin Consent Requir... Status
~ Exchange (1)
tail Read Application  Read mail in all mailboxes es
~Microsoft Graph (1)
User.Read Delegated  Sign in and read user profile -

6. The application will now have the permissions configured.

0 Successfully granted admin consent for the requested permissions,

Configured permissions

include all the permissions the application needs. Learn more about permissions and consent

| Applications are authorized to call APls when they are granted permissions by usersfadmins as part of the consent process. The list of configured permissions should

~ Add a permission | | Grant admin consent for Developrnent Puzzel

AP| f Permissions name Type Description Admin Consent Requir...
~ Exchange (1)

Mail.Read Application  Read mail in all mailboxes fes

E ~ bicrosoft Graph (1)

User.Read Delegated  Sign in and read user profile -
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