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Introduction

Catalog synchronisation is a process of syncing the contacts and appointments from an external source into the Puzzel
catalog. This provides the agent with a view of all available contacts and appointments. While it is possible to manually add
the contacts in the Admin portal, it would be easier to sync the appointments and contacts automatically at regular intervals.
This facilitates the user to have an up to date roster at all times.

Puzzel has developed an application for syncing contacts and calendars into the Puzzel Catalog, which is hosted in Puzzel's
environment. Contacts can be retrieved from the Active Directory, while calendars can be retrieved from different sources.

The Catalog Sync is installed in the customer's environment and sends data to Puzzel over an encrypted connection using
HTTPS. Throughout this document, the application may be referred to as Puzzel Catalog Sync or simply the Sync Client.

Note

This feature is only for pure cloud Azure Active Directory environments.
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Download

The Sync Client is available as an .msi file that you can download here:
File
puzzel_catalog_sync_azure_1.3.1.msi

Note

Puzzel Catalog Sync for Azure version 1.2.0 or later uses the latest Microsoft Graph API and the new Puzzel
authentication service. We encourage all our existing customers to download the Sync Client version 1.2.0 or later and
make the necessary changes in the Azure environment that you will find on the Permission setup section.

Change Log

Catalog Sync 1.3.1
Replace all calendars on full sync
Catalog Sync 1.3.0
o Migrated to MSAL library for Graph API authentication
Catalog Sync 1.2.9

« Changed the behaviour of appointments to show a contact as available only when they are shown as free to not
falsely set contact as available when they have another status than busy.

Catalog Sync 1.2.8

Fixed a bug when generating .csv file with non-standard field mapping

The default fieldname for mobile phone have been updated to match Azure defaults

+ Made the application more responsive

Fixed the layout to make it look better and more inline

Added a link button to the application that points to Puzzel Help

Fixed typos

Catalog Sync 1.2.7

o Added a checkbox for ConsistencyLevel header

Prerequisites

o .Net Framework 4.7.1 or newer

+ Windows Server 2012 or newer

Installing the Sync Client

The Catalog Sync Client is an installed windows service. To install the client, double click on the installer file (.msi) provided
to bring up the setup wizard. The welcome screen of the wizard looks as shown below.
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ﬁ Puzzel Catalog Sync (Azure) Setup X

Welcome to the Puzzel
Catalog Sync (Azure) Setup
Wizard

The Setup Wizard wil install Puzzel Catalog Svnc (Azure) on
wour computer, Click "Mext" to continue or "Cancel” to exit
the Setup Wizard,

< Back, Cancel

Follow the steps explained below to successfully install the Sync Client:
1. Click Next on the welcome screen to start the installation process.

2. You can either save the installed files in the default folder recommended or choose a custom location to save it and
click Next.
ﬂ Puzzel Catalog Sync (Szure) Setup — ad

Select Installation Folder

This is the Folder where Puzzel Catalog Svnc (azure) will be installed,

To install in this Folder, click "Mext”, Taoinstall to a different Folder, enter it below ar click.
"Browwse",

Eolder:
|C:'|,Prngram Files {x863PuzzeliPuzzel Catalog Svnc (Azure)l Bromse, ..

Advanced Installer

< Back Cancel

3. Click on the Install button to start the installation.
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ﬁ Puzzel Catalog Sync (Azure) Setup X

Ready to Install
The Setup Wizard is ready to beqgin the Puzzel Catalog Sync (Azure) installation

Click, "Install" ko begin the installakion,  IF wou wank to review or change any of vour
installation settings, click "Back”. Click "Cancel" ko exit the wizard,

Advanced Installer

< Back ‘_‘m Cancel

The progress of the installation can be seen on the status bar.

4. Click on the Finish button to complete the process.

ﬂ Puzzel Catalog Sync (Szure) Setup d

Completing the Puzzel Catalog
Sync (Azure) Setup Wizard

lick the "Finish" butkon to exit the Setup Wizard,

< Back Cancel

After successful installation, the files will be saved in the folder chosen during the process.
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Marne Date rodified Type Size
cert 23/10/201913:53 File folder
logs 2311042019 13:53 File folder

[ AzureCatalogSetup 121172021 03 Application 54 KB
Mj AzureCatalogSetup.exe 03/02/2021 0753 COMFIG File 1kE
|_'| AzureCatalogSynchlib.dil 12112021 1207 Application exten,. 68 KB
[85] AzureCatalogiynchService 13/11,/2021 15:09 Application 6 kE
M_WI AzureCatalogSynchService.exe 050252021 07:54 COMFIG File TKE
|J logdnet.dll 191042020 040 Application exten.. 264 KB
|:| LogConfig 100352021 15:32 HMIL Docurment TKE
[85] makecert 28/06/2017 14:55 Application 63 KB
|_'| Microsoft.[dentitybdodel Clients ActiveDirectory.dil 15/06/2018 22:47 Application exten,. 290 KB
|J Microsoft.ldentitybdodel.Clients. ActiveDirectory. Platform.dl| 1170442018 1856 Application exten.. 22 KB
|_'| MNewtanzoftlsan.dll 08/11/2019 D056 Application exten,. 624 KB
|J- Mewtonsoftlson 09/11,/2019 0051 HML Docurment 692 KB
=1 Puzzel CertificateTool 05,/0772017 0909 Application 171 KB
M_WI Puzzel Certificate Tool.exe 05,/07F2077 02:09 COMFIG File 1KE
|J RestSharp.dll 3070942020 2110 Application exten.. 138 KB
|_'| SettingsHelper.dll 112021 10647 Application exten,. 18 KB
Mj SettingsHelper.dll 19/06/201815:29 COMFIG File 1kE
|:| SettingsHelper.pdh 23/05,/201914:51 PDE File 40 kB
|J Systermn.WalueTuple.dll 19407/2017 10:01 Application exten.. T3KE

Furthermore, a new windows service will be registered which can be seen in the services window.

This service provides support for viewing, sending and deletion of system-level problem re..

-;.,2 Prablem Reports Contral Panel Support Manual Local Syste..,
cLp . istant Service This service provides support for the Program Compatibility 2ssistant (PCA), PCA monitor..  Running  Manual Local Syste...

Puzzel C5 (Azure) 1.2.0 Service for synching contacts and calendars from Azure to Puzzel Catalog Manual Local Syste,.,
£} Puzzel Office 365 Connector 1.1.0 Service for enqueing email from Office 365 in Puzzel Running  Autornatic Local Syste,.,
-»‘i?_;QuaIityWindows Audio Video Experience Quality Windows Audio Video Experience (qWave) is a netwaorking platform for Sudio Vide.. Running  Manual Local Service
-.‘;'J_ERadio Managernent Service Radio Managerment and Airplane Mode Service Running  Manual Local Service

Generating a certificate

A X.5009 trust certificate is necessary for the client to be authenticated with Azure. This can be generated using Puzzel
Certificate Tool that comes packaged with the installers. The certificate is be placed in the cert folder of the Sync Client and
must also be trusted by the system the client is running on.

If you are using a public certificate issued by the CA, then you can save it in the cert folder as mentioned above. However, if
you are generating a private certificate using the Puzzel Certificate Tool, then follow the steps detailed in this section.

Note

The service uses the certlflcate authorlsatlon flow to authenticate with the Mlcrosoft Cloud API. Refer for more

agls#conﬂgure an- x509 certlflcate to-enable-service-to-service-calls

To generate a certificate using Puzzel Certificate Tool, do the following:

1. Open the Puzzel Certificate Tool by clicking on it.
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=
Certhcate Gereration
Cerific:abe vaid fom: Cratificate nama:
Z310/2019 [F [Teal
Centhcate vaiid lo:
[2an10/2m3 O~ | Generate

Cerifizaba Infomation

Select certificate:

japanthi kume Bpuzzel com b Eupait
Basebd value

MIIDET CCAG2gAwBAIK 26109 a3 MASNE gk ghk B Iw0BADFAD ASMR4wHAYDVE 0D
VDBZTicha! vzmwmzwzz-m-m;nmmmmemom,.whcumkmol.-mmu
DMk WS | WA DV QD E iy IhbnFioaS S Thek Bud~pERw/wit Z3MIBIANB g ghkiGa
WIBAREFAADCADBAMIBCOKCADEADSB00 CZL husB'rhenT 23w 242k el lwlIDBFKHAZ 2uEM/3
SLsphaaPSErylbOKlc/HT LAY BrHREKwZZ aH meaLl 01y GdSABAEFpLL TwPsiEwWOC
HOWkodvFEH Syipd0 IR E P2 Tmhitaeen ool qy0 4w D EMED
T Eiruwls1 B T gLaRHXAy TGJE DD P24 7gkaD D 36X 0ph sctSembudeccbDERIPA Mok
GZHGp =2l

bW b4 G TLedMa284 1 ShEHOEUS S dedF VWAREHDL DB 3oygDM
BRSSpnoSEmZmnal DARAR o4H cHIHZMEMGA LI OMMANGC CSGATUFB WM CMOIGATL
dDgBimB Csilz0 T BCHID0GIGLT UyME EIE G 05 040E FOOOMONThCHEEwRGYDVAGED
AwPLABOUOMULM 22le 2L i Zrd b muBbmbuir 28R 2CHOFNNDFFMTNmZ <Myl Spbe
2475 5eewSLmHvbT AmB gNVHRIEH2AAghiB T T Q4R TE 22 2MDE s/ SmemE ubHlry 5520
MﬁYDVHUHBBIMGlEamFB‘M’EDaEkua}.WﬁcHVBﬂWM\-bTANEMhEBMJBAQ
SF AADCADEAMIROZS KifspWLETIT o RyvzE TLIBSIPGY | TOELIY TV,
faunnuwasmurm«srwmnfgzmqnmmnawmuauunﬂnummswsm

merHrLInI)d.kﬂydpe[‘IL.hLIHEl]msﬂ-uqa&ZDH]IEH%BEkhpDﬂHquDI'_'.ﬂyBYm[‘E
| R bR b

To clhpbozid
Basetd thumbponit:
[ |
To clpboard
Feyp D
To chpbosid

2. Enter a Certificate name and a valid start/end date to the certificate and click on theGenerate button. A message will
be displayed to confirm the successful creation of the certificate. Click OK to close this window.

Success *

o Certificate Trial created successfully

3. You can now find the new certificate listed in the drop-down menu of theéSelect certificate option. The new certificate
will automatically be selected, and the certificate information will be displayed in the panel below. We will use this
information to update Manifest of Azure application in the Application registration section.
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Certificate Infarmation

Select ceificate;
Trial v Export
Basebd value;

| MIIC52CCACOD gawlBAGIOLOKKLCWY ol DSWIS 3aKFDAJ B gUID gMCHOUAMBAXD AMB gNVEA
| MTEVRya'WFsMBL<D TESMT AuMzMD &t F oD TESM T AzM DI zMDAwWMF owE DEOMAWGAT
|UEAxMPYHI o WiwwggE MADGCS G5 Ib3DOEBAQUAAAIBD whwooE KACIBADCTWATONILI
| 47USTZPRy7E Ivp' 49 eGPk 7E MWK K a7m2k HZLEAN 0dd7k T+ 0 GbO CEYSSL5n0VEe

| #n=GIdE Senixz/10n 7B PAPSKYDSUO0zH +M /%D +Auouxib zelkeZ0 aCsxgi<qZ 200

| +E TG dhpltD nBdzD wiSciUdiFD A7 vHIKhTMra 1w zgNP7 MM

| +Duoh souddlp/ < IH +oMt+tbLBZT 8 7iiz3N CgheS BBH miT SrgebvFhmdtE MW

| +Bude9BvE cFAdICM e379iP o +0+E e /paCmzhzZINpoof<00.21aK pS'y'S 2l

|+ 7 yB T W a7 1 AgMBAAGIHTEDMEE GATUdAIGEMDIAE ChdnZnakiSswpT GzCapfk
|uhE QMO 4wDAYDVOQDEwUemihbl QLOKKLCwY ot DSwWIS 3akFDAJ BgUD gMCHOL A

| BAQAZ gAUT KNDSHL

| 4K MM Gn2rl &4gP7E N /R0 4tiFMcA 750G 07U zon/agP M c 508U D CU30E a6 d) fcHligrd o3/ 7usk
| Ds0WMENnvMASLI CeuGAPDFpS 7eMB7g3sbrnwO4sy Skthwl dv G AUAT 2PC2Mail) FsMo2l BFKI
| HzZZBCy+/0Rkqz3ClzgP LN GriviPal) SoMoB kIgt0vECD +dvPafdaBm/dM5zE el

| +FObueogtLrsBrdMET THCYT sLoiB4cE dWdmS5e5LAINS0 OptdF 22400

| +PSNJH 3P/ hoS2F) 3R mNE G oqui bw AVSEL g5 dxalhSWYIIARE INSUPwEigT 8W/u2

To chpboard
Basebd thumbprint

To chpboard
FeyD:

To chpboard

4. Press Export button to export the created certificate within .pfx container with a private key. Select theOutput
directory and enter a password to the certificate in the Export certificate window and clickExport:

Export certificate Trial n
COutput directon:
|E:'\temp Browse
Pazzword:
|StlongF’M
Ewport Cancel

5. Save the exported certificate in the cert folder of the Sync Client and make a note of the name and password of the
certificate.

Azure AD setup

Some of the features in Puzzel's Agent Application requires users to authenticate themselves in Azure AD. Follow the steps
below which takes you through the process of configuring Puzzel Catalog Sync application in Azure AD. This is done as a
two-step process as explained below.

Application registration

Follow the procedure below to register Puzzel Catalog Sync in Azure AD:

1. Go to Azure Active Directory and select App registrations. Click onNew registration button.
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Microsoft Azure

=+ Create 3 resource
A Home
Uz Dashbaard
== All services

BHORITES
B AN resources
14 Resource groups
& App Services
¥ Fundtion App
B 50l databases

Arure Casmos DB
X yirtual machines
& Load balancers
= Storage accounts
@0 Virtual nesworks

b Azure Actwe Directory

._:-:;: Monitar
ﬁ Advisor
D Security Corter
@ cost Wanzgement + Billing

B belp + support

£ Search resownces, services, ard docs (G I

Haorme » Development PuEzel - App registrations

Axmrm Active Divsciony

O Overdew
' Geting started
Manage
ah Lisers
i Groups
85 Organizational relationships
dh Roles and adminéstrators
B Erterprize applications
B Devices
A |dertity Gowérnance
I Application prowxy
% Licenses
b Azure AD Connect
v Custom darain names
B nMobility (MOM and MAND
Password redet
T compary branding
ﬂ User seftngs

' Progertes

1 Development Puzzel - App registrations

@' Endpairts }. Troubleshosting

ﬂ Wiloomi to the nees and improvid Apg regctrations (ro Geneally Auailible). Sosahat's nee =

W ot feedback?

Ak Looking ta learn haw it's changed from App registrabions (egacy? Leam mars
3till want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

B Start typing a name ar Applicabon 1D to fiter these results

Cilsplay name

Catalog Sync

MZAL Testapp

Dy

Puzzed Catalag Sync
Azurehlewinterface-Test

Mty Modejs Apo

Devpuzzel 550
Puzzed Skype
P2 Server

sil Conrectar

devagent puzzel.com

o

B - |- B -

devagent puzzesl.com office 365

2. Enter the following three parameters in the Register an application window and click Register.
o Name - Choose a name for the application (e.g. Puzzel Catalog Sync)

o Supported account types — Choose the option that is most relevant to you. The recommended option is
“Accounts in this organizational directory only (<directory name>)"

o Redirect URI (optional) — Choose Web and enter https://localhost
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Register an application

* Name

The user-facing dizsplay name for thiz application (this can be changed later).

Purzel Catalag Sync

Supported account types

Who can use this application or access this ARIT

@:' Accounts in this organizational directory only (Developmant Puzzel only - Single tenant)
() nccourts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational direciory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, ¥box)

Help me choose,,

Redirect URI {optional)

Weell return the authentication response to this LRI after successfully authenticating the user, Providing this now is optional and it can be
changed later, but a value i= required for most authentication scenanos.

| Wieh v | [htpsusocalhost |

By proceeding, you agree to the Microsoft Platform Polices

3. Go back to the App registrations screen and select the app you just registered

123 Development Puzzel - App registrations 2 X
-~ Azune Actae Duectssy

———— 0 | Mew registration & Endpoints  /” Troubleshaoting 7 Got feedback?
© Overview o w"f°f"' fn lfhn ﬂ“im,d nmpmv:d App “g‘@‘,‘,’ t'f“ anerfllyM|lfl?le]. S:f ulut‘s new 4
;' Getting started A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more

Still want to use App registrations (Legacy)? Go back and tell us why
Manage
All applications  Owned applications

R users —_—
& Groups O Start typing a name or Application |0 to filter these results
BE Organizational relationships Display name Application (dient) 1D Created On Certificates & secrets
8 Roles and administrators - Puzzel catalog sync d87b4279-1779-401b-a7bb-f84154d51d00  10/23/2019

B enterprise applications
B Devices

B App registrations

&) Identity Governance

4. Click on Manifest option to edit the application Manifest. You need to edit the manifest of the Azure application by
adding/editing an object in the current JSON:
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m Puzzel catalog sync - Manifest

= HSa\'e ¥ Discard T Upload & Download

Search [Cinl+/)

B overview The editor below allows you to update this application by directly modifying its 150N representation
@4 Quickstart i {
2 "id": "a@346d2f-2fda-4d2b-adba-dédb198aT7E81",
Manage ™ B 2
3 acceptMappedClaims™: null,
B granding 4 “accessTokenAcceptedversion™: null,
5 "addIns™: [].
2 Authentication 6 "allowPublicClient™: null,
» 7 "appId": “d87b4279-1779-481b-a7bb-fB4154d5 1d8a™,
Certificates & secrets 8 "appRales®: [],
5 APl permissions g “pauth2allowlrlPathMatching”: false,
18 "createdDsteTime™: "2019-10-23T18:32:582"7,
& Expose an AFI 11 "groupMembershipClaims™: null,
B 12 "identifieruris": [1,
s 13 "informatlonalurls™: {
w Roles and administrators (Previ.., ek “termsOfser ui_ce': null,
15 "support™: null,
16 “privacy™: null,
17 “marketing™: null
Support + Troubleshooting 18 }:
19 reylredentlals © |
x Troubleshooting 28 { "customkeyIdentifier™: "<base6dThumbprint »",
B New support request 21 “keyId®: "<keyid:",
22 “type"™: “AsymmetricXNSe9Cert”,
23 "usage™: "werlfy™,
24 “value®: "-‘.base64\."alue:-"}|
25 N

Add or edit the ‘keyCredentials” element in the manifest JSON as shown below:

"keyCredentials": [
{
"customKeyldentifier": "<Base64Thumbprint >",
"keyld": "<key Id>",
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "<base64 Value>"

The values to the "customKeyldentifier", “keyld", "value" can be found in the certificate generated using the Puzzel
Certificate Tool which you can read more about in the Generating a certificate section.
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[ Purzel Certificars Tool - x

Cerfificale Geraiaion

Certificate valid from: Certificate name:

[30m10/2m3 B-| ([md |
Cestificate valid o

[n1n02m3 [ Generale ]

Cerfific:ate Infomation

Select ceililicats:

Trial

Bassbd vahue Q
MIICS2CCAGD oA BAGIOL Ok KLY oD 515 32K FDAJB gL D gMCHOLUAMBAD AMB gHVE,
MTEVRY oS40 TES TAM M DARME XD TEST AaMDIZHDAWMFWEDE DMAWGA]
UEASMFVHIpwiswagE MADGCS G530 QEBANUAASIBDwwogE KABADCTWATONILS
4?usr'zPm|\.pvmmpﬂsm;mmmuummmammﬁm&]wsc
G SN ONTBPAPSEYDEUD zH +MAD Aozl o@D aCsugiHiaZ 200w

+E vmatiH9y G oD nBdzDwS3ci) FFD LTy HIAT MG Wi/ zaMPT/MN

+Duch aaudblnARKIH+ oMt +1bHZ T8V Titz I CoheS BB T Sigebf hai<HE MW

+8de9BvE Y Fid)CMe379P 0z 0 +E a/yaCmaheZ) NppofiDOZlaK pS S 2]

ST Bl A8 T aT 1) AGMBAAGH TEOMEE GATUGALDEMDE ChonZnakiSswpT GzCAylk
WHEOMO 4wCAYTVOODE Wy Ucelbbl O LOKEL Dy ollDEWwiS 33k FTvJ BgUD g CHOLIAAI
BAQAZigAuT KHDERL

SHEMMGRQAGPTEN ADBAEFM A 7SIG07U 200/ a0PM cSIRIDCU 32 6 d)ic g b3 Tusd
DE0WMENrMASUICsURAPDFDS TeMBTg9sbrm 4xvSkik) 4G AU T LMl TsMoZBFKI
H2ZBCy~+W DR ks izgZL WGiniPgLl g ok qi0 vLD-+dvPrid gim/ dHB2E eEIP
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To clipboard
Baseid tumbpin:. %)
[T+&HEHREMDZa0)1 5066 /20
To cipboard
Ky D: Q -
| 211857 Slea 4443 720 7dBITI2ETTE |
Ta cipbaard

Permission setup

If the Sync Client version 1.2.0 or later is installed, add the following permissions as instructed below. You can find the latest
version here.

1. Go to https://portal.azure.com/, and open Azure Active Directory -> App registrations and select the application you
just created.

2. Select API permissions and click on Add a permission button.

4%)- Puzzel catalog sync - AP| permissions

L4 A
| Search (Ctri+/) ) Refresh

B Overview Configured permissions

£ Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
inducle all the permissions the application needs. Learn more about permissions and consent
Manage
@: + Add a permission rant admin consent for Development Puzze
£ Branding
2 Authentication API / Permissions name Type Description Admin Consent Requir... Status
Certificates & secrets Mo permissions added

- AP| permissions

& Expose an AP

¥ owmers

w FRoles and administrators (Prewi,..
Bl Manifest

Support + Troubleshooting

£ Troubleshooting

=

ik Mew support request

3. Select Microsoft Graph and choose the following permissions and ClickAdd permissions.
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o User.Read.All
o User.Read
o Calendars.Read
o Directory.Read.All

Request APl permissions x

€ &l apis

ft Graph

Mdicros
@ hitpfgraphamiceseftooms Docs of

What Type of pesnissions does your applcation regure?

Dielegated permissons Applcation permissions
Fotis Applicatase needs 10 aecess the AP & the dlgnedin user, ostie APl B T B B BB EgRouRd S ERATE o SHE withaut @
aigned-in e

) Userkdatificatian

> Usershfereferances

o User (1)
— UsarExpart. Al
[n " was
Expart user's data
Userinvite All
r Vs
nwite guest wiers o the anganizaban
|_ UserManageldentibes Al
e
sdsnaqe all users” identities
Userfeadall (T
= s
Read all users' ful profiles
1 Userfeachinbe.al
I_ el

Read and write all users’ ful profiles

» windgwsUpdates

) ‘Warlforeentegration

9

4. The following screen will appear prompting you to grant permission as an admin.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by usersfadmins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

Add a permission | ~ Grant admin consent for Development Puzzel

APl { Permissions name Type Description Admin consent req...  Status

v hicrosoft Graph (4) waw
Calendars Read Application  Read calendars in all mailboxes Yes @ Granted for Developme, = <=
Directory.Read.All Application  Read directory data Yes @ Granted for Developme, = <=
UserRead Delegated  Sign in and read user profile Mo @ Granted for Developme, ~ ==e
User.Read 4l Application  Read all users' full profiles fes A\ Mot granted for Develap, - <=

5. The application will now have the required permissions.
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Configured permissions

Applications are authorized to call APIs when they are granted permissions by usersfadmins as part of the consent process, The list of configured permissions should
inclucle all the permissions the application needs, Learn more about permissions and consent

Add a permission  ~/ Grant admin consent for Developrment Puzzel

APl / Perrnissions narme Type Description Admin conszent req...  Status

o icrosoft Graph (d) s
Calendars Read Application  Read calendars in all mailboxes Ves @ Granted for Developme
Directory.Read. &l Application  Read directory data Ves @ Granted for Developme |
User.Read Delegated  Sign in and read user profile Mo @ Granted for Developme |
User.Read Al Application  Read all users' full profiles Yes @ Granted for Developme

To wiew and manage permissions and user consent, try Enterprise applications.

Configuring the Sync Client

1. Open the Azure Catalog Setup Client that comes packaged with the installers. The below window opens up
and General tab is selected by default. Choose the options here as required.

B Puzel catalog syne for Azure AD - m] X
General Pugzel Azue Contacls Appointments

] Sync contacts anly
A Sync contacts with no maibox

Inkerval Settings
Run updates every 10 minutes ]
et data for 28 days ahead '

General tab

In the General tab, there are four parameters as explained below:
« Sync contacts only: If this option is selected, only contacts will be retrieved by the Sync Client.

« Sync contacts with no mailbox: If this option is selected, only contacts without a mailbox will be synced. However, if
unselected, contacts with mailbox along with
calendar information will be synced.
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Note

This parameter is in addition to the filter that can be configured under contacts tab.

« Run updates every X minutes: This defines the frequency with which the calendar updates are requested for by the
Sync Client.

Note

It is always recommended that large organisations with a lot of contact information to sync less frequently to avoid the
Sync Client being kept busy.

+ Get data for X days ahead: This defines how many days into the future the Sync Client will retrieve calendar
information when performing full sync.

Puzzel tab

2. The Puzzel tab has four parameters to be set as defined below:

“ Puzzel catalog sync for Azure AD -_ O x

General Puzzel Az Corlacts  Appoiniments
‘web Serice Setiingz

URL:

| hitps: //api puzzel com/cantactcentres

Cusstomes ey

Ulzar Mame:

Passward:

Eancﬁl -

o URL: This is the URL of the Puzzel web services to send data to. Current URL value
is https://api.puzzel.com/contactcentre5.

o Customer Key: This is the unique Customer ID of the Puzzel solution to sync the contacts and calendars to. This is
the same Customer ID that is used to logon into the solution.

o User Name: This is the username of the account provided by the Puzzel Support team that is used to logon to the
Puzzel API.

o Password: The password of the sync user provided by the Puzzel Support team.
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Note

A regular account does not have the permissions to do the sync operations.

Azure tab
3. The Azure tab has two category of parameters, the details of which are explained below:

General Puzzel A2uie  Contacts  Appointments
Contact Syne:

Synchionize conlacts at 00 00:00 4

Reset al data after contacts sync:

AD Attiibuites
Compary Domar:

devpuzzel com |

Apphcshan GLID: |

Microsolt Graph Ll hitps. //graph microsoll com
Micrasolt Graph Wersion o
Wwindowes Logn Uik

Cenificate nams [Trial

|
|
jhttps:ﬁlugin windows net |
|
Certificate passwond: T |

canl:e' -

Contact Sync:

» Synchronize contacts at: You can select a time to sync the contacts once every day apart from the sync that
happens at startup.

+ Reset all data after contacts sync: If selected, a full calendar sync is performed after the daily contact sync.
AD Attributes:
o Company Domain: This is the domain of the organisation in Azure AD.

o Application GUID: The GUID of the application that was configured in Azure AD. This can be found upon clicking on
App registrations in Azure AD and selecting the application created. See section Application registration.

« Windows Graph Url: The URL of the endpoint used for retrieving contacts.
» Windows Graph Version: The version of the Windows Graph used.
« Windows Login Url: The URL of the endpoint used to log on to Azure AD.

« Certificate Name: The name of the X.509 certificate used to log on to Azure AD. This certificate must be placed in the
cert folder and must also be imported on the server that the Sync Client is running on. See section Generating a
certificate.

« Certificate Password: The password of the certificate entered during creation. See sectionGenerating a certificate.
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Contacts tab

4. The Contacts tab has two categories of parameters that can be set as defined below:

u Puzzel catalog sync for Azure AD - O x

General Puzzel Azue Contacts  Appointments

Contacts
Query Filter | |

Extemnal Cortact ID: |use-'F‘nnr_'ﬂdNa'ne |

[ Add ConsigtencyLevel header?
Contact Fields:

Fields Mapping »
4| userPrincipalMame
A | givenMame
| sumame
£ job Tithe
1| department
z mal
EA | businessPhones
EA | mobilePhone
B | object Type
b | objectid 10
[A| accourtEnabiled n
B id 12

B “puzzel com™ 13

SN T T T N T Y

W | oo

=N

Contacts:

« Query Filter: An optional filter that can be set when looking for contacts. By default, the sync client will retrieve all
contacts based on the settings set in the “General” tab. More information about filters can be found

here: https://learn.microsoft.com/en-us/graph/filter-query-parameter

» Add ConsistencyLevel header?: If checked, it will add a ConsistencyLevel header with “eventual” as value. This will
enable advanced query capabilities of Microsoft’'s Graph API. You can read more about advanced query capabilities

from Microsoft here: https://learn.microsoft.com/en-us/graph/aad-advanced-queries

o External Contact ID: The unique ID that identifies the contact in the Puzzel catalog. A lookup for this ID is done every
time the information is retrieved about a contact, to determine if a contact should be created, updated or deleted. If the
External Contact ID changes in Azure AD, this will be interpreted as a new contact in the Puzzel catalog, resulting in a
duplicate contact. The default External Contact ID is the userPrincipalName.

Note

When doing large changes such as changes to the domain it is recommended to contact Puzzel support for removing
duplicate data.
Contact Fields:

This is a list of the fields that will be retrieved for every contact from the Azure AD. The Mapping column is an index that
corresponds to the mapping in Puzzel Catalog.

For more information about selectable fields on the user object in the Microsoft graphhttps:/learn.microsoft.com/en-
us/graph/api/resources/user
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Note

The default settings of Sync Client matches the default field mapping of the Catalog. If the mapping needs to be
changed in the Catalog, please contact Puzzel support.

Appointments tab

5. The Appointments tab options are as explained below:

B Puzel catalog sync for Azure AD - a *

Genesal FPuzzel Azuwe Contacts Appomtments
[] Replace BodyPreview

[[] Replace Subject

[[] Replace Location

[] Spnc TunHMAppndMs

[ Sync Private Apportments

Eanl:e' -

+ Replace BodyPreview: If checked, the BodyPreview of all appointments will be replaced by the configured text. This
field can be left empty.

« Replace Subject: If checked, the Subject of all appointments will be replaced by the text specified here. This field can
be left empty.

« Replace Location: If checked, the Location of all appointments will also be replaced by the configured text. This field
can be left empty.

« Sync Tentative Appointments: If checked, all tentative appointments will also be synced. Otherwise these will be
ignored during the sync process.

« Sync Private Appointments: If checked, all private appointments will also be synced. Otherwise, these will be
ignored during the sync process.

Click Save to save all configurations. Press Cancel at any time to undo all configurations made.

Enabling Microsoft Teams Presence

To enable Teams presence with the Puzzel Catalog there are configurations that need to be done in in the Azure Sync
Client and in the Puzzel Catalog as well as an App Registration for the Agent Application. You can follow this Help article to
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setup an App Registration for the Agent Application: https:/help.puzzel.com/product-documents/integrations/puzzel-
microsoft-teams-azure-authentication-setup.

It's required that two new fields, Tenantld and Objectld, are synced towards the Puzzel Catalog.

In the image below these two new fields are mapped to 12 and 13.

B Puzzel catalog sync for Azure AD — | x
General Puzzel Azure Confacts  Appointments
Contacts

Quesy Fiter | |

Extemnal Contact ID: |.J5e-'PnncbdNa'11e |

[] Add Consistencylevel header?
Contact Felds

Fields Mapping  ~
]| userPrincipalName
]| givenhame
& | sumiame
& job Titke
] | department
EA| mad
] businessPrones
| mebilePhone B
E4]| object Type ]
& objectid 10
]| accourtEnabled 11
E4lid 12
B | “puzzel com” 13

BRI T T N R O

=

id - Mapping 12: This is the Objectld of the contact and will be retrieved from the Microsoft Graph when it is synced.

“puzzel.com” - Mapping 13: For the Tenantld the domain of the tenant is written in quotation marks. When a value is
written in quotation marks it will be interpreted literally by the Sync Client. Instead of retrieving a value from the Microsoft
graph it will insert this into the field that is uploaded to Puzzel. This value needs to be the same as the one that appears for
the tenant in the Azure portal. As an example, if the domain of the Tenant is “exampletenant.com” then this configuration
also needs to say “exampletenant.com”

Once these configuration changes are done please contact the Puzzel Support team and provide the mapping structure that
is being used and the Support team will then make the necessary changes needed for the Catalog.

Presence from External Microsoft Tenants

In addition to getting presence for the users in your own Azure AD tenant, it’s also possible to get presence for users from
other tenants. The Microsoft Graph APl has some limitations for getting presence, therefore there are some basic
requirements:

o The agent must have a guest user in the external tenant with the same e-mail address as the home tenant, and Azure
AD must be configured as an identity provider for External Identltles in the external tenant (default behaviour). Read

portal

e The guest user must have permission to use a multi-tenant Azure AD App Registration, which has API permission for
reading the presence of all users in the external tenant.

« The home Tenantld and Objectld of an external user must be imported into the catalogue
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Registering Microsoft Teams App in Azure

The following procedure will take you through the steps of configuring a multi-tenant App Registration in Azure AD. At the
end of this process, you will be given an App ID URI, required by the Agent Application for authenticating the agents.

1. Setup Microsoft Teams App in Azure

Go to https://portal.azure.com and login with the Global Admin privileges for your domain. Choose Azure Active Directory”
from the list of featured apps.

-IMi_ A& Search resources, services, and docs (G+/)
All services o fearch 2
Cverview Featured
Categories @ — - - L Py
Qa - ) T =
I
A ‘Wirtual App Services Storage S0L Azure Azure Kubemetes Function App
General machings accournts databazes Databaze for Cosmos DB SEMICES
Compute
) & e o 0 -
Metworking -‘b’ [
Storane Virtual Azure Active Resource Manitar Advisor Security Cost All services
g fetrarks Directary groups Center Managermint
Wieh
Mabile Free training from Microsoft see all
Containers
© ® ®
Analytics Core Cloud Services - Azure Core Cloud Services - Manage services Cloud Concepts - Principles of cloud
architecture and service guarantees with the Azure portal computing
Elackcham
a9 units = 45 min Funits = 1 hr 13 min 10 units = 1 hr 2 min
Al + machine learning #zure provides a global network of Tour the Azure portal features and Explore the core concepts of doud
. secure datacenters you can deploy your services, and customize the portal. computing and how it can help your
Internet of things services inte, Learn about the physical Business,
architecure of Azure, how redundancy is
Mixed reality provided, and what sort of service
Integration start 4 start I3 Start [4
Identiy

2. Select App registrations
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All services > Development Puzze| - Overview

o Development Puzzel - Overview
Azuee Active Direcwony

Je bea,-;ﬂ (Ctrl+/) | « @ Switch directory [i] Delete direcory —+ Create a directory (4 What's new O Got feedback?

O overview Overview

#" Getting started
e Development Puzzel

#{ Diagnose and solve problems

devpuzzel.com Your role Global administrator More info
Manage Tenant 1D B  azure a0 for office 365
44 Users
& Groups @ Azure AD Connect
Bl Organizational relationships Status Mot enabled

a. Roles and administrators
Last sync Sync has never run

i Enterprise applications

LW Devices

i App registrations @

(&} Identity Governance

3. Click on the New registration option

All services » Development Puzzel - App registrations

F Development Puzzel - App registrations

Azute Acthie Dirsctary

| o Fearch (Ctri+n | 0 T~ Mew registration & endpoints & Troubleshooting & App registrations (Legacy) 7 Got feedback?
O Overview - 0 Welcome to the new and improved App registrations (now Generally Available), See what's new and leam more on how it's changed, =
#" Getting started All applications  Owned applications

# Diagnose and solve problemns O Start typing a name or Application ID to filter these results

Manage Display name
& Users

&2 Groups

B Organizational relationships

&, Roles and administrators

i Enterprise applications

CH Devices

i App registrations

(&) Identity Governance

4, Fill in the following 3 sections:
+ Name - Choose a name for the application (e.g. Microsoft Teams)
« Supported account types — Choose “Accounts in any organisational directory (Any Azure AD directory - Multitenant)

« Redirect URI (optional) — Choose "Single-page application" and Hostname: https://app.puzzel.com/agent/
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Home > Development Puzzel | App reg

Register an application

" Mame

The user-facing display name for this application (this can be changed later).

Micrasaft Teams External Presence <

Supported account types

Whao can use this application or access this API7
O Accounts in this organizational directary only (Development Puzzel anly - Single tenant)
'@} Accounts in any onganizational directory [Any Microsoft Entra 1D temant - Multitenant)

O Accounts in any organizational directory [Any Microsoft Entra ID tenant - Multitenant) and personal Microseft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accownts anly

Redirect URI [optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Sngle-page application (5P4) v | | https:/iapp.puzzel.com/fagent/

Register an App you're working on here. Integrate gallery apps and other apps from cutside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies off

Click on the Register button. Now you should be able to see the givenApplication (client) ID.
The ID is required for the Admin Portal later.

gz Microsoft Teams =
"y

« [ Delete @D endpoints & Preview features

B overview

. Essentials
& Quickstart

Display name : Microsoft Teams Client credentials : Add a certificate or secret
# Integration assistant 3

) /pplication (client) ID Redirect URIs : 0 web, 1 spa_0 public client

Manage Object ID : Application 1D URI : Add an Application ID URI
B eranding & properties Directory (tenant) ID Managed application in I... : Microsoft Teams

Supported account types : My organization only

D Authentication

5. If you are not yet using the agent application with Puzzel ID you need to choose “Authentication” in the menu and add a
Redirect URI. Add "https://agent.puzzel.com" OR "https://uk.puzzel.com/agent/" for UK.
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) Microsoft Teams | Authentication = - X

|/0 Search ‘ « &7 Got feedback?

B overview . .
Platform configurations
& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Manage - Add a platform

== Branding & properties

2 {0 . . .
) AUETTEE Single-page application Quickstart  Docsc? i

Certificates & secrats Redirect URIs
1l Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing
I

out users. The redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs.

<~ API permissions Learn more about Redirect URIs and their restrictions =
@ Expose an AP https.//app.puzzel.com/agent/ ]ﬁ[
i App roles ‘ https://agent.puzzel.com e | ]
& r
& Owners Add URI
&k, Roles and administrators Grant types
H Manifest @ Vour Redirect UR is ligible for the Authorization Code Flow with PKCE.

Support + Troubleshooting

£ Troubleshooting

_ Front-channel logout URL

& New support request
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

work correctly.

e.g. https://example.com/logout v

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpaint:

B Access tokens {used for implicit flows)

D ID tokens (used for implicit and hybrid flows)

o

6. This section will help you configure all the required permissions for Microsoft Teams App.
Add User and Teams presence permissions:

1. Choose API permissions, click on the Add a permission button and select Microsoft Graph in the right pane.
Choose Delegated permissions and select User. Tick the User.Read check box.
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~ User (1)
User Export.All (D)

[] . Yes
Export user's data
User.Invite.all O

U . L Yes
Invite guest users to the organization
User Manageldentities. All ©

|:| . Yes
Manage user identities

- User.Read &
No

Sign in and read user profile

User Read.all @
Read all users’ full profiles

Yes

User. ReadBasicAll (O
Read all users’ basic profiles

User ReadWrite (D

Read and write access to user profile

O 0O 0O

Mo

User ReadWrite All (D

U . Yes
Read and write all users’ full profiles
2. Select Presence from the list and tick Presence.Read.All check box.
Request APl permissions X
¢ All aPIs
Microsoft Graph
@ https:fgraph.microsaft.com/ Docs 7
What type of permissions does yvaur application reguire?
Delagated parmissions Application permissions
Your application needs to access the APl as the signed-in user, Your application runs a3 a background service or daemon without &
signed-in user.
Select permissions expand all
Type to search
Permission Admin consent required
> POP
“ Presence {1}

O Presence Read
Read user's presence information (D

i Presence.Read.All
Read presence information of all users in your organization (0

> Printer

Add permissions Discard

3. Click on Add permissions.

7. Click on the Grant admin consent for <directory name> and click Yes to confirm
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Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

—+ Add a permission +/ Grant admin consent for Development Puzzel
API / Permissions name Type Description Admin consent requ... Status
~ Microsoft Graph (2)

Presence.Read.All Delegated

Read presence information of all users in your organization No

User.Read Delegated  Sign in and read user profile No

There will be a “Successfully granted admin consent for the requested permissions confirmation at the top of the screen.
Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission + Grant admin consent for Development Puzzel

API / Permissions name Type Description Admin consent requ... Status

“ Microsoft Graph (2)

Presence.Read.All Delegated  Read presence information of all users in your organization No @ Granted for Developme, ==+
User.Read Delegated  Sign in and read user profile No @ Granted for Developme, ~ »=*
Note

Permissions must be granted this way by admins in every external tenant where the agent has a guest user.

Admin Portal settings

The Application (client) ID mentioned in step 4 above must be entered in the property Enable Teams Presence for Catalog

Contacts - Azure AD Multi-Tenant Application Id under Users -> Products -> Searchin the Admin Portal. Please contact
Puzzel Support if you require assistance.
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