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Microsoft Entra ID (Azure AD) Authentication

Some of the features in Puzzel's Agent Application requires users to authenticate themselves in Microsoft Entra ID (Azure
AD). The authentication is amongst others used to enable the CRM Widget towards Microsoft Dynamics CRM Online but
can also be used for authentication towards custom/external widgets.

Configure Microsoft Dynamics App

The following procedure will take you through the steps of configuring Microsoft Dynamics App in Microsoft Entra ID (Azure
AD). At the end of this process, you will be given an App ID URI, required by the Agent Application for authenticating the
agents.

Note

The screenshots and descriptions below are based on the Azure AD service release "1904" tenant, and the user is a
"Global Administrator" with adequate access.

Note
Puzzel has made changes to the Application registration process from the first version to be in line with Microsoft
recommendation for registering an app. We have support for user authentication with Authorisation Code Flow with

PKCE according to Microsoft guidance. If you have registered with the old method we advise you to migrate to latest
method as soon as possible as described below.

For more details on MSAL update from Microsoft readhere.

Setting up Microsoft Dynamics App in Azure

Step 1:

Go to https://portal.azure.com and login as Global Admin for your domain. Go to Microsoft Entra ID in the home page and
choose App registration from the left menu.
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Step 2:

Click on the New registration option on the top ribbon menu.
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: Development Puzzel | App registrations = -
!
Micresoft Entra ID

< - New registration «immmmmmmmm—_ Troubleshocting () Refresh & Download [ Preview features £ Got feedback?
@ overview

0 Preview features
@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory
K Diagnose and solve problems provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft A
(MSAL) and Microsaft Graph. Learn more

Manage
& Users All applications Owned applications  Deleted applications
& Groups
O Start typing a display name or application (client) ID to filter these r... H7 Add filters
85 External Identities
dl, Roles and administrators & applications found
& Administrative units Display name T Application (client) 1D Created on Ty

b Delegated admin partners
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[ Devices

& App registrations

Note

Please note that if you already have Skype for business or Microsoft Teams configured within Azure AD and have an
App ID URI, you will only need to add more permissions listed in Step 4. You will not be required to configure a
separate Microsoft Dynamics app as the App ID registered for Skype for Business or Microsoft Teams will work.

Step 3:
Fill in the following 3 sections:
+ Name - Choose a name for the application €.g. Puzzel Dynamics CRM Widget)

« Supported account types — Choose the option that is relevant for you. The recommended option is “Accounts in this
organisational directory only (<directory name>)

« Redirect URI (optional) — Choose "Single-page application" and "https://app.puzzel.com/agent/" OR
"https://uk.puzzel.com/agentapp/" for UK
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

Puzzel Dynamics CRM Widget e

Supported account types

Who can use this application or access this API?
@ Accounts in this arganizational directory only (Development Puzzel only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Kbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Single-page application (SPA]  ~ | | https://app.puzzel.com/agent/ v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprize applications.

By proceeding, you agree to the Microsoft Platform Policies '

Click on Register button. Upon successful registration, you will be given Application Client Id which you will need to use in
the Admin Portal later.

i Puzzel Dynamics CRM Widget =

|ﬁ Search ‘ « i Delete @ Endpoints [# preview features

B overview

~ Essentials
& Quickstart
Display name Client credentials
# Integration assistant Puzzel Dynamics CRM Widget Add a certificate or secref
— Application (client) ID Redirect URIs
Manage 0 web,_1 spa_0 public client
B Branding & properties Object ID Application ID URI
Add an Application |D URI
-:’) Authentication o -
Directory (tenant) ID Managed application in local directory
Certificates & secrets Puzzel Dynamics CRI Widget

Supported account types
Il Token configuration e ,yp
My organization only

Step 4:

Select API permissions in the centre panel and click onAdd a permission option at the top.
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Home > Development Puzzel | App registrations

- Puzzel Dynamics CRM Widget | APl permissions =

£ Search (Ctri+A « ) refresh | 7 Got feedback?

B overview ; e
Configured permissions

& Quickstart N : . . . .
Applications are authonzed to call APls when they are granted permissions by usersfadmins as part of the consent process. The list of configured permissions should

#" Integration assistant (preview) include all the permissions the application needs. Learn maore about permissions and consent

Manage -+ Add a permission |~ Grant admin consent for Development Puzzel

= eranding AP/ Permissions name Type Description Admin consent req... Status
3D Authentication ~ Microsoft Graph (1) e
Certificates & secrets UserRead Delegated  Sign in and read user profile

P Token configuration

& AP| permissions

@& Expose an AP

B owners

Roles and administrators (Previe..

M Manifest

Support + Troubleshoating
ﬁ Troubleshooting

B MNew support request

Select Dynamics CRM from the list of API’s, tick the user_impersonation permission and click onAdd permissions.

Home > Development Puzzel | App registrations Request APl permissions 2
- Puzzel Dynamics CRM Widget | AP| permissio
o All AR
= \ - 2 = Dynamics CRM
£ Gearch (Cirl+/) & () Refresh 7 Got feedback? D ¥
hitpsy/fadmin services.crm.dynamics.cam/ Cocs

B overview " s i 3

Corfiqured permissions What type of permissions does your application require?
&b Quickstart

= applications are authorized ta call AP when Delegaled permissinns
A Integration assistant (preview) include all the permissions the application ne ‘Your application needs to access the 2] as the signed-in user,
Manage b Add a permission " Grant admin
B pranding API / Permissions name e Select permissions expand &
3D authentication ~ Micrasaft Graph (1) Type to search
Certificates & secrets UsenRead Del  permission Admin canzent required
11}
1! Taken confgurabon uEer_smpersonation
: i =

5| nere sioe G Access Cormman Data Service as oroganization users (7

& Expose an AP
IF owners

Rales and atdministrators (Previe...

B Mandfest

Suppart + Troubleshoating
42 Trousleshooting

& New support reguest

i
© Wz e

Step 5:

Click on the Grant admin consent for <directory names at the top and click Yes to confirm.
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- Puzzel Dynamics CRM Widget | APl permissions =

P Search (Ctrl#/) « () Refresh 7 Got feedback?

B overview :
A& vou are editing permission(s) to your application, users will have to consent even if they've already dane 5o previously,

& Quickstart
# Integration assistant {preview) (.Ohfigured permissions
applications are authorized to call APIs when they are granted permissions by wsersfadming as part of the consent process. The list of configured permissions should
Manage include all the permissions the application needs. Learn mare about permissions and consent
= eranding

-+ Add a permission  « Grant admin consent for Developrment Puzzel 0
3 Authenbication

APl f Permissions name Type Description Admin consent req...  Status
Certificates & secrets
% " Dynamics CRM (1)
Y Token configuration
E user_impersonation Delegated  Access Common Data Service as arganization users LS e
<& APl permissians
“ Micrasoft Graph (1) i)
& Expose an APl
UserRead Celegated  Sign in and read user profile = ks
. Cumers

s Roles and administratars (Previe..
B Manifest

Support + Treublesheeting

&2 Troubleshaoting

& Mew support request

You should see a "Successfully granted admin consent for requested permissions" confirmation at the top of the screen.

- Puzzel Dynamics CRM Widget | APl permissions =

£ Search (Ctrl+)) « () refresh | <7 Got feedback?
B overview . ;
@ successfully granted sdmin consent for the requested permissions.,
& Quickstart
#" Integration assistant (preview) Configured permissions
applications are authorized to call APls when they are granted permissions by usersyadmins as part of the consent process. The list of configured permissions should
Marage include all the permissions the application needs. Learn more about permissions and consent
B sranding

+ add a permission  ~ Grant admin consent for Development Puzzel
D authentication

AP fPermissions name Type Description Admin consent req... Status
Certificates & secrets
¢ Crymarnics TR (1) e
Y Token configuration
wser_impersanation Delegated Access Commoen Data Service 35 organizabion users - 0 Granted for Developrne |

=& APl permissions
~ Microsoft Graph (1)

@ Expose an AP
= User.Read Delegated  Sign in and read user profile - @ Granted for Developme

CWners
w Reles and administrators (Previe..
M Manifest
Support + Troubleshooting
£ Troubleshooting

& New support request

Step 6:

The last thing to do is to choose “Authentication” in the menu and add a Redirect URI if you are not yet using the agent
application with Puzzel ID. Add "https://agent.puzzel.com" OR "https://uk.puzzel.com/agent/" for UK.
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3 Puzzel Dynamics CRM Widget | Authentication % - X

P search « 2 Got feedback?

B overview ) ‘
Platform configurations

& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,
Manage T Add a platform

B eranding & properties

3 ) o

%) Al Single-page application Quidkstart Dossc' [l
Certificates & secrets Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing
out users, The redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs.
= API permissions Learn more about Redirect URIs and their restrictions o

Il Token configuration

@ Expose an APl https://app.puzzel.com/agent/ @

i App roles https:/agent puzzel.com ] Tl

A ;
&8 Owners Add URI

&. Roles and administrators Grant types

0l Manifest @ Vour Redirect URl is eligible for the Authorization Code Flow with PKCE.

Suppart + Troubleshooting

& Troubleshoating

_ Front-channel logout URL

£ New support request
Thiz i where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

e.g. hitps://example.com/logout v

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn mare about
takens.

Select the tokens you would like to be issued by the authorization endpoint:

[ Access takens (used for implicit flows)

D 1D tokens (used for implicit and hybrid flows)

| save  [HEERSPE

Click on Save on the bottom.

Migration from old method to latest method authentication:

As mentioned above we highly recommend our customers to migrate to latest method authentication process. It can be
done fairly easily by following the 4 steps listed below:

1. Go to Authentication page and you will see the following warning as shown in the picture.
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save X Discard (7 Got feedback?

n Got 2 second bo give ws some feedback? =+

Platform configurations
Depending on the platform or device this application is targeting, additional configuration may be reguired such as

redinect URls, speafic authentication settings, or fields specific to the platform,

T Add a platfarm

~ Web Quickstart  Docsf' IE
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Alse referred to as reply URLs.

Learn more 3bout Redirect URls and their restrictions o

A\ This app has implicit grant settings enabled. If you are wsing sry of these URLs in 3 SPA with MSALJs 2.0, you shauld migrate URLs, —

https:/fagent. puzzel.com m[

Add URI

Logout LIRL
This is where we send a request to have the application clear the user's session data, This is required for single sign-out

to work correctly.

e.g. https://myapp.com/lagout

2. Click on the warning to open the Migrate URIs window

Migrate URIs X

e Discard P Got feedack? @ The latestversion of MSALs uses the authorization code flow with PKCE and CORS, Learm mare

@ Gotasecond to give us some feedback? —+
Select URls to migrate to the single-page application (SPA) platform configuration

Migrated URIs will have auth code flow enabled. Implicit grant is also still ‘enabled so leng
m i i the sett hecked
Platform eonfigurations a5 the settings are checke

Depending cn the platfarm or device this application is targeting, additional configuration may be required such a5 Redirect LRls 4
redirect URIs, specific authentication settings, or fields specific te the platform,
, hitps://jagent purzel com
-+ Add a platferm D

~ Web Quickstat  Docsp?  [il]
FRedirect URIs

The URIs we will accept 35 destinations when retuming authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLS

Learn more sbout Redirect URs and their restricions o

A\ This app has implicit grant settings enabled. If you are using any of these URIs in a SPA with MSAL js 2.0, you should migrate URl. =

https:/fagent. puzzel.com o}

Add URI

3. Select the URI and click on Configure
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0 Thie latest version of M38L.js uses the authorzation code flowwith PKCE and CORS. Leam more

Select URIs te migrate to the single-page application (SPA) platform configurabion.
Migrated URIs will have auth code flow enabled. Implicit grant is also still enabled so lang
a5 the settings are checked.

Redirect URIs T

B3 tips:/fagent puzzel.com

nfigure

4. Add Redirect URI "https://app.puzzel.com/agent/" OR "https://uk.puzzel.com/agentapp/" for UK as described in step
6 above.

5. Untick the Access tokens and ID tokens under Implicit grant and save the changes.

E Save X Discard 7 Got fesdbadk?

» Single-page application Quickstart  Docspd i)

Redirect URIs

The URIs we will accept a5 destmations when returning authentication responses itokens) after successfully authenticating users, also referred to as reply URLs
Learn more sbout Redirect UREs and their restrictions o'

hitps://agent puzzeloom Tl

Add URI

Grant types

MBSAL js 2.0 does not suppart imglict grant. Enable irglicit grant settings only if your app is using M32Ljs 10 Learn more

€ Vour Redirect URI is sligible for the Autharization Code Flow with PECE.

Lagaut URL

This is where wie send 3 request to have the spplication clear the user's session data This is required far single sign-out
to work correctly.

g, hitpssfmyapp.comlogout

Irnplicit grant

Allows an application to request a token directly fram the autharzation endpaint. Checking Access takens and D tokens
15 recommended only if the spphcabon has a single-page architectwre [SPA), has no badk-end components, does nat
use the latest version of MSALJs with auth code flow, or it invokes a web AP via JawaSoript. 1D Token is needed for
ASPAET Core Web &pps. Learn more about the implict grant flow

To enable the implict grant flow, select the tokens you wauld like to be issved by the authorzation endpeaint

D Access tokens
[ 1o tokens

Copyright ©2022 Puzzel Ltd. All rights reserved. www.puzzel.com



https://help.puzzel.com/system/files/2020-12/old%20method%20migrate%20pic%203.png
https://help.puzzel.com/system/files/2020-12/old%20method%20migrate%20pic%204_0.png

	Microsoft Entra ID (Azure AD) Authentication
	Configure Microsoft Dynamics App
	Setting up Microsoft Dynamics App in Azure
	Step 1:
	Step 2:
	Step 3:

	Migration from old method to latest method authentication:



